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Review of the Project Plan and Regional Fraud Management Plan
by RHUL
08.09.08

1. Introduction

As i result of the counter expertise {CE review of the TNO 1eport concerning (e Mifure Classic
security problems and the OV Chipkaart. the Information Security GroupfSmast Card Cenire
(ISG/SCC of Roval Holloway University of Londaon (RHUL) advised to set a migration paannng
Milestone (MPM) prior to the national roll-out of the OV-Chipkaart, The public transport
companzes have adopted this RIIUL recommendation ta develop a migration plan tar the transition
o a new card technology, Followimg on from this recommendation by REUL. the Ministry of
Iranspart of the Netherlands (VenW i requires Trans Link Systems (TLS) and the public transport
aperators {PTOs) (o have a migration plan in place. prior to lifting the general obligation (o acoep!
the paper-based Strippenkuart in local and regional Dutch public transport. However. the
Rotterdamse Elckinsche Tram company (RET) and TLS have asked permission to discontinue the
Strippenkaatt in Rotterdam prior o the general decision referred to abeove. For an informed
judgement o this request, VenW required RET and TLS 1o submil the Totlowing documents ©

o A regional fraud managenent piun for Retterdam, for the periad preceding the MPM
&  The project plan lor rewising the sigration pian, by the MPM

VeaW assigned RHUL to review these documents with respect o a number of critena defined in the
fettier of assignment  (VenW/DGMO2008/1296). The Het Expertise Centrum (HECH was
:espoasible far general facilitation of the sk and acted as the interface between Ven© and RHUT.

2. The Review Task and Adopted Vethodology

RHUL was askeé o cary ol an urgenl review of two documents ‘¢ the reeional fraud
management plaw and the project plan. Whilst it would have been feasible to carry out two separiice
studies. a single cambined review was adopted due to the close Jinkages between the documents
end the underlving activities to which they relfate, It should be noted that both input documents
supplied to RHUL were murked as confidential and supplied under the NDA with TLS. There was u
reliance on TLS to check this docement for “leaked™ confidential information prior to release
however none was found. Note alse that the original CE report from RHUL s now 2 public
docurmnent and so where appropriate may be used as a background reference.

This review will praceed by first recapping on the significance of the migration planning Milestone
{(MPM) iund clarifving sts mezning in order to remove some persisient ssinterpretation. This
section will also summarise some of the criicel eriteria from VenW with respect to the fingl
migration plan and provide some brief infermation or the Rotterdam netwaork. The repart will then
£0 on o review the project plan. Nate that for the avoidance of doubtl. the praject plan is the

1 . o . . . a o0 80 3
Towards the end of the review. Ven'W also pravided a copy of the originul terms and conditions lor
discontiauing the obligation to accept paper-bused national transport tickets (pre Mifure problems)
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aetaited plan of activities and preparations ta create the avigration plan (as e "\'lJe]‘. @ of & szt of
migratzon readiness) by the MPM: iL1s nat the migrarion plun itsell. When reviewing the project
plan with respect to the VenW oritena we are considering whether those u:]‘i[er';.. are likely t0 b
satisfied by 17e MPM. given the scheduled activitiesftusks defined within the project plu The next
section of the report will consider the tegional fraud management plan for Rotterdam with respect
ta the =suin VerW criterion. Essentially VenW seck assurance that the measures scf out in the
tegional fraud management plus form a good basis o0 manage fraud tisks and support customer
servce processes with the present Mifare Classic OV-Chipkaart e Rorterdam. @» the periad
hetween transfer 1o un ¢ ticKeting onlv solution and the MPM. The background o this is the request
frorm TLS und RET ta abolish puper hased tckets {Steippenkaart) i Ratterdam prior to the MPM

. The linul section of the report will draw conclusivns from both of the reviewed plans and
recommendatiens will he made.

2.1.  Clarification of the Migration Planning Milestone
The MPM wies deserihed in the origina CE report fram RHULL

“The CER steomgly recomimends an eartier intering milestone peferred o av the
migranon planning Milestone, ser for Jamuary 2009 1o coincide with the scheduled
completion ef the wational roli out for the curienr susten, This is to enaoe shat fron
the stort of natfonviee wsave there §s @ state of pre parediness for the siigration o o
higher fevel of card security The migrarton plan showld define aft necessarm aclivities,
aivolved pariies, budgets wud fechnobogy, Providing open conmauitivatio o
tovardy il mifesione Way

plodiess
o o ,

¢ deterrent effeci on witackers and the independent
veview af it versions af the plan showld provide added confidence that mivration

il

succeed  ff would veguire sipnificant aerivitn prior o dhe mifestone, such g
conducting o strectured rivie analovis, idensifvine the new card technalogy, defining
infrusirnctiore wperades sefecting suppliers, arvanging faudgets and «il other normel
forstic, aind profecr plaining deraiis. These sieps, witicl are similear e those viguested
in TNO wendd siop shore of any phiivsical deplovment. The fina! deciyion s sears the
migration could ake place come fmu’ feter: besed on agreed processes aind rifgners
Csuch as the measured fevel of froud  defined witiin the migration plas.”

Aunrdln" o the inlormation i RHUL's current assignment from VenW, the MPM tarset date has

erettably 11 REFUL s oplmonl heen shifled to Tune 307 2009, by whick time TLS 1« fcqumt‘ I
xub'mt the tormal migration plar to VenW for consideration. The migration plarn will rov:
evidence thut TES :md the PTOs have teached a <tute of rewdiness for migration to & new (rz'.l':l
teehnology

There sill appears w be some coafusion over the interpretition of the MPM and a simple way Lo
consider the milestone is 2y the (itsl svanlability of a card migration “GO-Buuon™ 1 the "GO-
Huttar™ iy pressed. the aprigration plan simply execwtes and the wansport systems  are
comprehensively upgraded o accommedate the new card technology. This is possible because all
the activities requiring evaluation, selection. ullocanon. and general technicz! and business decision
making must be fnalssed hefore the MPAL The only outsmzzdmg dectsion Tar ¢ “GO-Betton™ is

Artnibated o the casd security 1ssue
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when to press it and the conditions for this tinciuding whe has the authority to press the Ge-Button)
shall be unambiguously defined within the migration plan. The migration plan recommended by
RHUIL does not mciude any skorter term remedial measures (SRM). The use of a SRM is
considered as part of normal day to day business and fraud maragement operations: and if 4 SRM s
of significant value it shouid be implemented well before the MPM.

The migrurion plan delivered by the MPM should be referred o as the haseline migration plan and
this will be used as the basis for the VenW decision on whether to approve the nationwide
withdrawa! of paper tickets. It is conceivable thul the triggers for the “GO-Button™ will nat accur
for some ume and so there ts a danger that elemeats of the plan become obsolete. 1f for example a
supplier is no longer favoure¢ or il improved techmcal companents become available. The
migration plan may therefore be revised and submitted for approvul under a scheme aceeptabie to
VenW'. At any given time afler the MPM. {t 15 the most current “approved™ plan that would be
execited by the “GO-Burlon™

As a [urther measure to avaid potential confusion. the withdrawal of Strippenkaarts from a network
will be referred to as Paper Ticket Withdrawul {PTW )} and not imgration.

2.2, The VenW Criteria

The majority of the VenW criteriit rejate 10 the prigrezion plan iself. They include:
e Risk Assussment
= Is there an adequate ussessment of the security risks associated with the current chip card
technalogy?
e Security Architecture
= Is the Security Architecture adequate” in light of the identified risks?
e Chipicard) selection
= Has a chip been selected with an open eryptology™?
e Infrastructure upgrades
- Is there a good overview cf the reguired infrastructural changes needed to migrate '
¢ Vendor plans
< Are adeguate contingency plans agreed with the main (selected! vendors W exccute their
role in the overall plan?
e Activity plan
s thers o realistic activity plan in which the main activities have been identified and
zssigned to the main actors invelved?
¢ Decision Framework”
<> [s there a Decision Framework with clear steps and fitiing triggers and criteria to guide
the decision making process with regard to short-teem: measures or migration. inciusive
the decision making process itself?
o Budpers
7 (Declared out of scope for this review/assignment:
: VenW wankl aet duectly approve revisions te the ssigraiion plan, aut would ensare a responsible process was o place
* 1 would be better to seek an oplimal vather thun adequate Security Archisecture
“The meaning of this is discussed i section 4 2.1
“ Altheugh not explicitiy stated in the VeeW crterza. it is erztically :mpertant to define who has the autharity o nake
the final migration decisian
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The criterion for the project plan is.
e  Whether it is reasonable to expect a compliant migration plan by June 2009

The above criteria could have been predicted from the original RHUL CE report: however, the
request 1o abolish paper tickets creates new criferia.

e Do the measures sel out n the regional fraud managemeni plan form 2 good basis to
manage fraud risks and supporting customer service processes with the present Mifare
Classic OV-Chipkaart in Rotterdam in the period between transfer to an e-ticketing only
situation and the MPM?

2.3. The Rotterdam System

Rotterdam has been a pioneering system for the use of the OV-Chipkaart. The following quote is
taken from the official website hupifwww.ov -Chipkaart.oi

“The OV-Chipkaart launch is carried out in phases throughout the Netherlands. At the end of
2003, Rotterdam was the first to launch the use of the OV-Chipkaart. The OV-Chipkaart has
heen used to pay for journeys on the bus. train and metro owned by Connexxion, the N§ ( Duetch
Railway Compeny ) and RET since December 2006 and in the RET trams and busses since Julv
2007

Currently. the Rotterdam system supports both the OV-Chipkaan and the Strippenkaart paper
tickets. Customers have been warned that the paper tickels are cxpected to be withdrawn (PTW?
when VenW decides that the time is appropriate. TLS and RET’ would like the PTW decision for
Rotterdam to be made now.

Note el RET was mentioned in the input documents and not the other companics mentioned in the website quate,
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3. The Project Plan

The project pian descnbes the activities to reach the MPM. The version that was reviewed in this
report was dated 1™ August 2008 and its creation was a result of a request by TLS/RET
discontinue Lhe use of paper tickets in Rotterdam, To consider the request. VenW asked for the
praject plan tand regional frand management plan) 10 be provided for independent rev iew

The project piun would be expectad to include activities from the 1" August 2008 until the MPM,
but does not necessarily include alt activities initiated by TLS and the PTOs. TLS ave provided
additional overview information on  "Security Program™. The Security Program appears & positive
responsc to the recent security problems znd the informatior. describes. in high jevel summary form.
a number of projects and process initiatives. The main projects are listed below.

e Fraud Monmitoning andd Management
> Optimisation of exisuing fraud management systems and processes
7 First debverable: The Rotterdam regional frand management plan
e Short Term measures
o Assessment of short-term remedial measures that may improve security @né {raud
detection
2 Progress not yet reported
o Migration Plar
7 Work ta reach the MPM

< First deliverabie: The project plan

Secondary projects included withun the progrun are.
e 1.ifc Cyele Management
= Relevant to Sceurity evolution and management. but also designed o improve general
technical and business tlexibility to support adaption to changing scenaries und
conditions
< Progress not vet reported
¢ Card Reuader Solution
2 Evalvation of card reader options to provide secure. cost effective and luture proof
soiutions for current and future business needs
< Progress not yet reporte|
e  (Overal? Security Management

< Te manage an averali and strectured approach o organisationa; risk assessment,
7 Progress not yet reported
The Security Program is also intended to contnbute & nuniber of process initiatives
¢ Imtemnational Co-operation
© Infarmation exchange and collaboration with similur international transpert schemes
*  Academic Exchange
> Support tor forums and investigation assignments
&  Supplicr Respansibility
< To coordinate how suppiiers will contribute to improved security solutions
e Stakeholder Management
& Mentions the retationship with VenW
O No other stakeholders explicitly mentioned
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3.1.  The Objective of the Praject Plan

The stated objective of the project pian is 1o reach the MPM. The quoted requirement for the MPM
15 o reusonable. but not fully precise. interpretation of the original CE repart. as the profect plun
mentions lene distance tavel or complete coverage in the Netherlands. The hinkage to national
coverage actually relates to the value of the assets that are protected i.e. the ticket values rather than
the fact that @ passenger is travelling a long distance (although the two are norraliy tinked).
Complete coverage of the Netherlands with standalone regional systems woeuic not necessarily
result in high ticket values.

3.2. Phasing and Deliverables

The project plan describes three phases of activity, which when fully detaled should address all the
criteria required by VenW. Each phase praduces some documented output allowing VenW ar s
naminees to carey out independent reviews if and when required.
o Phuse | tJuly-October 2081 includes much of the techaical/security evaivation. selecuon
and design work
2 Deliverabies
m Stuctured Security Assessment
® Curd Seleciion
@ High Level Design of Security Arckitecture
& Phese 1 iNov 2008 0 January 2009) the core contribution s 1o define infrastrocture
upgrades. with secondary activity related te the Decision Framework tmigration trigger|
7 Deliverables TBA
® Phase 3 (Febh-Tune 20091 detailed pianning and contractuzl/pricing activities
< Detiverables TBA

Dewiled planning and deliverables are currently only defined for Phase | Outline plans are
available Jor Phases 2 and 3.

3.3. Phase 1 of the Project Plan
Prase | of the project plan is shaown as four sub-projects (fisted below]) each sub-divided further
1o a nureber of sub-tasks,

o CC + Risk Anadysis”
: The mairn purpose ol this task is to carry out and document a risk assessment
according to a selected methodology and an associated workshop: and e then
develop s Security Target based on & Comemon Criteria approsch

e Card Selection”

This is aimed at selecting a new card technology and runs in parallel with the CC ~
Risk Analysis task

Vi ()
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e “HI. Architecture”
= The primury purpose of this lask is to develep the high level desigr archilecture and
it starts after a draft ST document is availsble
e Cost Estimates for Phase 2/37
o The meaning is self-expianatory

A first draft of the migration plan is made available at the end of Phase 1.

3.3.1. Phase 1 Deliverable Definition

The project plan describes three deliverables for Phase 1.
e Structered Security Assessment
e Card Sclechion
e Higk Level Design of Security Architecture

The deliverables are all assumed to be documents that would be wvailable for review®. Each
deliverable has a brief description and the remaining information is really relating o the task(sy and
resources that created it, This information indicates some gencne roles/resources. the zetivities to he
carried out. relevant quality criteria and topics that are. or are not 1n scope.

3.4. High Level Project Organisation

The project plan is a deliverable from the Migration Ptun project that is part of the broader Security
Program. The Security Program s the responsibility of the Program Director who is a member of
she TLS exccutive board. TLS state thut there me sufficient resources lo complete all envisaged
projects and that there are weekiy meetings hetween praject leaders and the pregram management.

For changes at Natonal leve! tinvolving PTOsi there is a pre-existing pocess for introducing
changes ta the ransport schiemefsvstems This is known as the National Change and Release
management process. This invalves the National Change Advizary Board (NCAB) and the National
Reteuse Board (NRBI. NCAB handles the techaical aspects of the request and NRB considers
business aspects before giving tfinal approvai.

An overview of the normal (non MPM) process was provided with supporting information:
however. the detail of who does what was not entirely clear. There is a “participant domain”
although this term s not defined. The overview dingram shows change requests generated by PTOs
aithough TLS and suppliers arc not mentioned. There is a “aational domain™ that carries out a
scheme compliance assessment and drafts a Change Note. but it is not stated whe lcadsfresources
this. The “combined damain™ is the combination of the NCAB und NRB. Whilst it is mentioned that
ali “participants™ have a seat or the NCAB. the representation on the NRB ithat takes the final
decision) i not stated.

T T1.S shuukd confirm this sssumpticn
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3.5. TLS Own Risk Evaluation for the Project Plan

TLS has quite rightly and responsibly tried to identify risks to the activities in the projeci plan and
where necessary introduced mitigating measures. The main risks identified by TLS were lack of
resources. lack of expertise. insufficient reviews and effective decision making by TLS/PTOs. TLS
addresses the resource issue by planning to involve TLS and PTO staff. For udded expertise and
reviews, third party experts are involved including TNO, Thales and VenW nominees. According to
TLS. the approach to motivating effective decision making appears to be milestone pressure created
hy external reviews. public deliverables and blocks on some business initiatives e.g. roil-out of OV-
Chipkaurts or abolishment of Strippenkaarts.
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4. Project Plan Review

4.1.  Review of Planning

Ouly the planaing for Phase | can he reviewed as the ather phases are st at un vutline stage. The
first observation is that there is @ ot of challenging activiny in Phase 1 that is scheduled for
completion by the end of Octaber 2048 Although the time pressuses are understoad, the review and
destgn 0f seeurily systems never benefits from being rushed and ~o TLS has the responsibility to
ensure that its plans and timescales are real

tic and wiil not compromise quality

Risk analvsis via workshops can be quite time comswming because of the need o collect
optmansinformation from vanaoes paries and there is often on iterative appreach used 1o reline und
document the findings  IF RHUL were considering such un exercise then ab least two workshops tas
oppused @ the one in the plan) would be <cheduled. as typicatly there can be significant discussion
and input after the draft from the first workshop is circulated. To complete this task in one menth
and during the August 2008 haliday period seems quite ambitious. The risk could be either that the
milextane slips or perhaps that not all relevant mputs und views are captured in the anz!

s not clear boew the rsh anabs s firs with the Fraad Monitoriag sl Management project 2under
the Security Program that delivered the yegional fravd oraneeenens plan for Roterdam Typicaily
a zisk wssessment will initally focus on the risks o the sistem. assets o be protected. attack
methiads and existing detective wnd comectve measures, Toe defrerent areas will ther encraw

Vals

recommendations for optimisations. short term improvements and the initia. requirements for

rmprored security solubians (migraziont According W the project plan the risk assessment wizl st
complete until the end of August 2008, whereas the regiona! fraud managenent piar i~ duted 17
August 2008 This ratses a concern that there may be mdependent ar deplicule remenal/aationl 1k
aseessitents and o se oare the results and decisions cansistene? TLS <hoold be ackec w Jartfy the
following anomal:es.
I there i< a single risk assessment wha is in charge of @ fand eakes the decisions and oo
what basis was the regiona! froud manggement plan issued belore the risk assessment was
dze w compleie?
- I ~ulople risk assessments are performed who s in averall charge of them ind how i
consistency of cutput maintained?
Foilowing the rsk assessment’ there ere tasks o define a Commer Critenia 1CCr Securny Targer
ISTy  This v usaallv a precursar o the Tormal CC evaluanion al a system. Evaluavons e
ceogmxedd jevels can be very positive from a security perspective. but can 2lsa be very time
consuming azd will rely on a precisely defined ST. Althongh no mention is given of a plaaned CC
evaintion 10 1~ questionable whether the ST could actually be completed in one month hearing in
mind that the card selection task is ruaning in parailet und the work on the High level desien does
not start uniii the draft ST is avalable. TLS would be advised to re-check with their CC advisors
that the time available is adequate to produce o guatity ST and how 3t would be waed in the Phises
that follow.

The Cuard selection activity is shows as o spun task 0 the planning chan ~o no timing details are
provided for detailed sub-lasks: the tusk shoold be expanded further. Within the text of the project
plan it indicates that the activities will wvolve wdentifving card replacement candidates anid

Nate there was e erpiics wenttor of Miure Light cards being corsidered 1o the dssessment
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developing a scoring process for structured comparison. Tt aiso appears to use input tram ather Lasks
ialthough the relerences sre not consistent with the planning chart), timing and cost issues. restduzi
rasks and the decision document relates to migration triggers). The start of the card selection task
seems to pre-date all ather tusks. but unexpectedty appeurs chuse 1o completion before the risk
assessiment and ST work has completed and before the Hi. architecture work has stanted

The L architecture lusk is compressed ki within one month ané does not start untl the card
sclection task 12 aimost finished. This phasing is unexpected as the HL work would have been
expected to rur in narallel with the card selection task. The reason is that the 1wo desens are
criticully linked. For example if znother symmetric key algorithm approach ts chosen tas used for
Mifare Classict that mav kave the least effect on the infrastructure architecture and dictate o certan
set of candidate cards, whereas if a PKI approach tas noted w be within scape of the security
assessment? is used. this would have more impact on the architecture. card choice, KMS and
perlormunce issues.

The lust purt of Phase 1 is for guotations for the waork 1n Phase 2 and 3 Whilst tais s the least
rechnically demanding of the tasks. tvo working weeks may be overly ambitious 1 guotes are based
on detailed specifications,

The ecneral impression is that the time allocated to complete Phasel seems too skert and the
g F
phasing of 17 sub-tasks is pusriing.

4.2. Review of Deliverables

Tre “Structured Security Assessmient” deliverable records a structured risk assessment of the OV
Chipkaart system. focussing mainly on the card (LOY the access devicesfreaders 11,11 and e TLS
back elfice svstems (L4), with respuel (o particular issues arising from the Mifare Classic attucks
The execuzion of the task appears to be autsourced to Thales CEACT"™, which sy have nfluenced
the seleenon of the EBIOS methodology, although it is not clear which organisation is providing e
“Risk Expert” to jead the task. Given that risk assessmernt benefits from iateraction with o
internal stalt und experts. TLS would be expected o lead and facilitate the task, using Thales
expertise as appropriate. Interestingly. under the deliverable definition the ST work 1< desenibed as
parallel zctiviny. although itis shown as sequential within the plan. It is unciear if the deliverable 1s
fust tire output from the risk assessment or whether it will also include the Security Target. Most
relevant lechmeal uspects ase defined to be within the scope of the task/defiveradle although
arganisational aspects and I'T/Website 1ssues are excluded

The “HL Design of the Security Architecture”™ deliverzble is described as i reference for the card
selection 2né for developing the Specifications Document Open Architecture (SDO A1 and should
also detail work package requirements. {t mennons that the HLL and card selection will interact te
ensure a fitting combination: howeve:. the phasing of the waork plan does nof scem: to refieet this.
with the HE work starting after mast of the cind selection activity. In the activities st it states that
the HL design is based on the selected smart card and the risk assessment work. which sdds weight
to the suggestion that the card is selected before the HL design is considered, It is not ciear which
organisation leads the lask although PTO weehnical experts and Thales Transpo:t are involved in the

10 Fhis 15 arespected lab that camred out the CC evaleation o the ITSG Securzty Appiicatian Moduie (ISAM?

V1.0 10



ROYAL FIOLLOWAY. UNIVERSTTY OF | oxDoN: Information Security Group - Smart Card Centre

praject execution along with security and smart card specialists. The quality criterta are mainly to
ensure that there is adeguate detas) ta redefine the SDOA and begin some prototypng.

Fhe “Card Selection™ deliverable/task is a structured and documented procedure for selecting a mew
card technology as part of the overall security architecture. The activities appear tvpica: for u
systematic product scaring and selection pracess. It is nuot clear which organisation leads the task.
aithough it is noted that PTO experts are mvolved as well as security and smurl caré experts. New
business reguirements are declired vut of seope. which seems 1ather short-sighted The quality
criteria correctly notes that the reqeuremnents from the security assessment should be sccommedated.
bt st 1s difficult 1o see how the HL design can be satisfied when the related tasks seem Lo happen
after tre card selection task. The guality criteria alse include “Open Cryptology™ This 1s an
ambiguous term and nat defined witzin the project plan. It is therefore recessary to explare the
possibic meaning of this term and how it relates to security and commercial issue.

4.2.1. What is Meant by Open Cryptology?

Cryptology is a term used lor the comnbinatian of cryptography (code making/use ) and crvplanalysis
teode breaking:. Qur interpretation: of the VenW criterton is that it is really “Open Cryptogranhy™
that is of primary interest. The following description will therefore focus on cryptography. although
we are of course looking for a solution that will render cryptlanalysis inefTective.

From a security perspective we would Like to see a card technojogy based an crypragrapny that can
be seen W be it for purpose re. it is avaiiable for cotical review. it satisfies all requirements
tlentified from design. risk assessmenl znd aggressive testing viewpeints. In helping t find an
appraaeie solusion we ceeatl the fallowing princtples

ap The security of the solution should not cely on the secrecy of tiie algarithm
Iy: The kev size should be in accordance with itemational recommendatiors
¢t The slgorithm impiementation should resise attacks made against implementations

It is reaseneble to assume that some published algorithms isuch as AES/RSA are corsidered {1t
for-purpose because they have survived ngorous revies by internanonal experts We ala znow that
it ix possible o implement suck algorithms in a manner designed to resist attacks and that this attack
resislance can be fgorousty tested by commurcial taboratories.

There =y well be unpubiished/proprictury algorithms that are just as good zas published
alporithms). having been expertly designed. reviewed and tested in a rigorous manncr. however
there will always be greater scepneism wien an algonthm is kept seciet. Tt is o gereral
recommendation af RHUL that cryptography used in systems of national importance be based on
aigarithms that have been made avarlable for publicfexpert serutiny.

One definition of the "Opesn Cryptography” criterion could be the use of published algorithms that
have been successfully evaluated by he expert community. The term “Open” can also refate o
Intetlectual Property and Licensing. Ideally the algerithm should be free to use and not bound to
restrictive licences or mandatory fees, Whitst this is primarily @ commerciz! issue that affects the
costs of cards. infrastructure and choice of supplier it could became a security issue if commercial
licence requirements create a market for counterfeit products. It is also possible to have an “Open
Framework™ fur cryptography, wherehy one or maere of a range of algorithms could be used bectuse
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e interface contorms to an Open Standard. This would allow systems Lo use either “free” or
licensed algonthms depending on security and commercial choice.

4.3. Review of High Level Management

In the nermal change management process of TLS/PTOs. once 4 change has beex approved there 1
ar: obligation for ali participants to implement it (ajthough the permitted nmescale for
implementution was not defined in the snput documentatior). In the case of the migrarion plan we
require the pracess to approve the nidgration plan, bul not hegin implementation urntil the Decision
Framework is1ill work in progress! triggers execution of the migration plan. Tt is thought likely that
the Decision Framework itsei will also result in scheme changes prior to migration as it requires a
new aperationzl und decision making process plus supporting tests. trsals and statistics gathering.
Whiist the national orgamisation and change control processes appear quite wypical and claim to
involve senior decisians makers within the appropriate organisations, they risk intreduction of delity
‘nto the migration plunning process as the NCAB and NRB will need adequate time to review and
discuss the techrical and business aspects ol the proposed migration plan 10~ also important io
avoid duplicating the discussion process once the trigger conditions are met. The only uctivity
should be then to confirm that the trigger conditions are indeed correct and then o publish the
asseciated Change Note(sy [or mandatory execution of the migration plan.

Greater clarily is required regarding whe actually makes the change note decisions within the NRB
and in particular whe will approve the mifgration plan and decide when the migration trigger
conditions are met.

4.4. Review of TLS own Risk Evaluation for the Project Plan

Uhere are u few risk reduction decisions that shouid be noted from TLS™S own work on risk
identificetion and mitigatian for the prorect plan.

s Because of the time pressute on HL Security Architecture and Card Seiection tasks. the
mitigating measure is aot o consider new business requirements. This cauid be a mistake
that has significant business impact in the future. Smart Card systems ofter: suffer becsuse
“legacy” prablems are designed in due to time and cost pressures. Whilse there may be
insufficient time to consider particular new business initiatives in detail. it is recommended
that xame reasanable efforts are used to ensure that migration lechnologies will huve flexible
security and application ¢nablers to xupport future products and services.

o The Chip Selection is described as starting from an existing shaoet-list supplied by TNO. The
criteria used 10 search {for pracucts and compile this initizl selection are unknown. Clearly
the list should be as comprehenssve as possible and any significant filteding should be
confined to the Chip Selection task. The [ist was not provided as an input document for this
review

«  There is a risk that not all infrastruceure upgrades can be identified adequately. The
mitigating measure proposed by TLS (to cope with time pressures), is to deal with the major

supplicrs (o ensure that at least 8062 of the upgrades are covered. This i only a reasonable
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compromise il the 80% includes zll security critical upgrades and dees not vive “weak
ink™ in the system. TLS should confirm that all security critical upgrades are being
addressec.

« Another concern voiced by TLS is being able to define upgrades in sufficient deta! that
suppliers will be able to provide cuotations/offers tor the work. The mitiganng measure s Lo
pricritise the writing ol sprcihications ox the critical upgrade path. Whiist this is a way of
optimisimg the time availzble within the project plan it does not alter the fact that 2l the
specifications/offers are required o be hinalised belore the MPM.

¢«  The Decisien Framework discussion mentions # nisk to do with “not krnowing about
alternztives to migration and lack of knowledge of threshold values te put into the tnigger
process”. However the requirement for a trigger mechanism in the migration plan is guite
~imple: if & certain cambination of facters occurs then the “GO-Button™ ix pressed and the
migration plar 15 executed: migeanng to the new card typeftechnology. Any useful SRMx
may be introduced earlier as narmal day-to-day business in order to delay migration by
keeping the miigration plan trigger tactors below tolerable thresholds. An additicral risk not
menticned by TLS is uncertainty over who makes the linal decision to press the “Co-
Button™.

*  Moanitoring of hack olfice reporty and statistics 18 importani bath in deternining factors o
centribute to migration triggers and the threshoids o apply. The Tactors shouid not oniy be
the leve! of revenue lost e relevant fraud. bur also the costs of remecéial measures and
arocesses. the frequency of exploits and the detection and gtussificahion of explod types.

o Quality Controls for the three sub-projects are mainly ensvred by mtersal and exterzal
reviews. Regarling a staiement wath the High Level design under guality 1t savs that “the
TEE design shouid be highlv compatible with the existing infrastrecture” Whilst the desoe
for 153y is understandable it seerrs 1o confiicr with the fess restrictive scope of the HIL tasks

4.5.  Summary and Review with Respect to VenW Criteria

The crikerion for the project pha isell 1w simply whether 1t i reasonable o expect a compliant
migration plan by Tune 2009, VenW has confirmed that “compliant” mesns addressing atl the VenW
criteria (for the migration plam) and being a deraled “execution-only” plan. with all decisiens.
comparisons. selections. negatiations, costing, budgeting and detwled planning and contraets
having been completed during the progect plan period. The migravion plan will include the main
execution plan i(changeover to a new card/techaology) und an unambiguous definition of the
dgecisien factors and authorised parties that rigger it. Any SRMs should be described within the
appropriate regional fraud managenient plans and not within the migration plan.

Based on the decumeniztion received from TLS. it @s evident that TLS has embraced the VeaW
requirements and the recammendations from the coriginal CE repornt. Considerable resource appeirs
0 have beern commitied to the praject plan, and wider intiatives (Security Program) have been
introduced which extend bevond the requirements for the MPM. The initiatives shouid help
improve risk management and the handling of fraud and security issues for the future benefit of
TLS. the PTOs and the confiderce ot the travelling public. Considering the current version af the
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project plan 1t would appear that all the VenW erileria are being addressed within the planned tasks.
aithough the answers 1o the VenW questions are still unknown: being werk in progress. The
contributions and responsibilities of the various parties to tasks addressing the VenW guestions arc
not fully defined: and this is a cause for concern. although the skilt sets and expert third parties are
defined for some initial lzsks.

I'he completion of the Phase | work in & manner that will adequately meet ail objectives uppears
extremely ambitious tespecially with respect to nmescales). Risk assessmenl workshaps are
advisably iterative over multiple workshaps and the availability of key personne! {TLS/PTOs and
third panty expens). the time for documentation, reviewing and responding mezn that conclusion
withim a menth {especialty August/haliday nme) would be difficult. The HL architecture work does
not start until mid September 2008 and includes a demanding set of tasks related o documenting
designs and defining detailed work packages. The HL task should be ilerative with the card
selection process {although card selection sub-tasks and intermediate milestones are not definedt. In
summary. RIIUL wouid not be surpnsed if the end of Phase 1 slipped or that the delivered dralt of
the migration plan was not as comprehensive as anticipated.

However. TLS clearly states thal 3t bus adequate reseurce to complete all the projects in the Security
Program tand therehy reach the MPM and has carried out some risk review of protect time-scales
and activities to pre-empt potent:ai planning and progress problems. It was nat possible to review
the Phase 2 znd 3 schivities in anv detail as the tasks were not fully defined anc presented ir un
overview form. Therefore it wus nat possible to determine whether potential slippage in Phase |
will affect meeting the MPM date.

It should alse he nored that whilst the Gelivered migration plan may be on time and “compliant”™ it
can only be considered “complhanl™ in VenW decision-making ance it Ras deing wmdependentiy
checked/s erified. This will adé some further months of delay beyond the MPM and so the VenW
decision point on the migration plan wili Likely be sometime between September to December
2009.
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5. Review of the Regional Fraud Management Plan — for Rotterdam

The regional frand management plan (dated 17 August 20081 is described by TLS s an catput from
the Fraud Monitoring and Management project within the Sccurity Program. Tre plan was
presented for review in order to satisfy the VenW reguest to justify the early (pre MPM) withdrawal
of the Strippenkaart (PTW) in Rotterdam by demonstrating that the risks to cardholders and the
Iransport husiness were well managed und controiled. Bearing in mind that RET/TLS would suffer
if there were security and fraud problems in the Rotterdam system. the fact that they wish to miehe
progress before the MPM s an indiczion of therr belief and confidence to manige any issues that
THLY Ar1se.

The title of the supplied documest is rather misleading as the content iy not restricted 1@ managing
fraud. but also relates o seeurity aracksfexploits where thers is no direct attempt o gain @ monetary
advantage. The recent action of some researchers 1§ tncluded in the report as “Academic Abuse™ and
described as “ucademic community investigatien of weaknesses in the OV-Cliphaact system™. The
meaning may have been changed in translation from Dutch to English. but the word “aduse” aften
suggests o dark. serious and criminal rature of an action and implying thet 2 whale academic
cammunity is involved in this way is inaccurate and not conducive o amicable co-operation.

It could be better to re-title the 1yvpes of “abuse™ as types of “exploit”, The acadere exploit could
then be renamied as a “proof-of-concept” exploit as this wype of attack may be carried out by any
cunous and reasomably <killed individual who may have ac association with aczdemme 1nstitutions
or the:r ideals.

The document s “high level” und coes not include the detait that would be expected from a risy
assessment on the tvpes of exploits and the back office detection and correct:on actions. This may
he in jine wilh the expectation of VenW. andfor the need to safeguard security sersitive information
andfor the fact that the detailed risk assessment had not completed by the 17 August 2008
raccording o the project plan) The dozument does however describe the typical principles and
processes that would be used for management of such a system

The document attempts te classifv the types of exploit based on the motivetion/ohjective of the
perpeiriier, There are Nve types (deseribed in tables and texty.
o Proof-of-concemt
Deriat-of-service
Criminal scheme/business
Individual fare cvision
False claims

The card anacks are hroken inte three groups
o (Card man:pulation
o Card copying
e Card cloping/emulation

We consider thal the description of card capying is just a sub ser of card cloningfemulation where
there is @ hlank Mifare Classic with a fixed (and invalid: ID. so in our opinien only two major
attack eroups are described: manipulzton and cloning. The different charactenistics of clone types
need to be well understood {and better described than in the report) as their etfective detection by
hack office svstems is rebevant ro net anly management of the system. but also te the nugration plan
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triggers.

There is a statement that “at this moment” card clenes are likely to be implemenied only on
emulators. This s probably correct. however the plan has 20 safeguard the Rotterdam system fer
oerhaps a vear before the MPM is reached und the migration plan 15 approved: and then for at least
as long as 1 takes to migrate the svstem (assuming an immediate trigger). To i guire feasihie o
expect counterfeitfclone card platdforms w appear during this time window and s il very
important that the MPM date does not slip further,

Thete is an overview of back office moritorme. Bomentions that wclicators, exceptions and patterns
are monitored, but as ne detail is given, there is no way of verifying if these are appropriate or
eftective. Tt is claimed that card manipulation is detected as & content (unspecified) mis-match with
the back office svstem and clones are detected by analvsis (unspecified) of impossible travel
pattetns as weli as card mampulation exceptions.

There s a little more detail given on the timing cvele of detection, analysis and cantrol. which
basically confirms the general ¢ycle time mentioned in the TNO report. The split between automatic
and human analvsis 15 not clearly definec. althougn there 15 certamnly some human analvsis of the
excepnon teports. The principle control is the biackiist which prevents & card of a particutar 1D
from being used in the system.

The report describes an approcch to hizcklisting. depending on whether card manspulation or
cloning s suspected. More care is given 1o the lalter case as it is claimed that a realiinnocent
customer is moare likely to be inconvenienced. Dependig on the type of explont and card/clane.
Rlacklising may be lemporary or permanent, Permanent black-listing is subject tu some capacity
constraints although the report ciaims that the capacily is <officient for permenent bizek-listzg on
the Rotterdam xyster and identifies sorme measures 1o aptimise the use ol the black-list.

As part of a targeted response to general expioits and suspected {taud. the PTQ car put a card ID on
a hothst rather than a blacklist. This wouid alest local security enfarcement when a particula: card
was used so that conventional policing action tperhaps hacked up by CCTV could be tzker.

Additionazl visual inspections of cards are also meationed. To be effective this would also need 20 be
combined with reading of the card. otherwise when challenged an attacker could ssmply present a
fegitimate card instead of fis attack cardfemulator. The CE report also recommends some anti-
counterfeirt measures that could be consistertly checked by inspection staff regardless of the venous
artworks used/planned for OV-Chipkaats,

An erforcement process is also mentioned. but it is stitl work in progress. This is 2n important
acrivity and TLS/PTOs (and their legal advisors) need to be absolutely clear on the crimes and
potentiai  punishments associated with the varous types of exploit and the powers and
responsibilities of local securty enfarcement when confronting suspected perpetraters. As the
report stales, commuricating the potential penalties to travellers can have a detemrent effect. Wisist
some travellers may risk a penaity fare. they may be less inclined to risk prosecution for a deliberate
attempt to mas-ase the system.

There 1s a discussion on handling ITaud from a customer and customer-services viewpoint. This
includes proposed communication with the customers zhout the handling of suspected frazd and
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provides assurances that the customer will not incur any financial damage. The report claims that
there 15 already @ fraud FAQ for use hy PTO/OV-Chipkaart service desk personnel. Although (s
section clearly addresses fraud it also seems applicable te proof-of-concept and possibiy denial-of-
service exploits.

Suspicion of fraud can be reported by the cardholder, TLS andfor PTOs. Ultimately. blacklisting s
controlied by TLS and TLS is also responsible for any follow-up activities with speciaily trained
staff. In the case of the cardholder suspecting fraud (presumably because of unexpected ticket
charges) there 15 a well defined sequence of steps that handle both aronymous and personalised (V-
Chipkaans. A criticul step within this sequence {that is not described in detail) is the analysis
leading to the decision of whether fraud has taken pluce. This s usually not trivizl to determine in
cloning scenarios and requires further explanation. TLS and PTO suspected fraud handling 15 aiso
described quite precisely. althaugh the events and measures that iead to the suspicion are not
described.

A reporting mechanism is briefly described for communication of exploits and fraudulent activity.
The PTOs will recerve a monthly overview from TLS with further details available on request. It is
mentioned that comparisans can be made with Strippenkaart statistics. although it is not alwiys
easy ta get a true measure from old technologies as card technologies and gated statiens may
identify frauds/ex ploits that could have been undetectable wich paper tickets. The PTOs will provide
“Seadtsregin” and VenW reports on a quarterly basis or mare often if required, These reports shotid
he 1o s tevel of detai seceptabie w the recipients.
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6. Summary Review of the Regional Fraud Management Plan

The regicnia! frawd management plar is a reasonable basis for managing fraud and other sweeurity
exploits and attacks on the Roterdam system. However. the decement s nat sufficiently detailed
for a rigorous review and more precise information should be added to subsequent revisions before
PTW. even if this means appendix materal that must remuin TLS confidenual. The plan is most
precise in the area of process seguences for cardholder and customer service use-cases far suspected
fraud. A similar level of precision/detail could be added to the local enforcement measures so that
the triggers and processes assactated with visual inspections and hotlisting are unambiguous. There
appears an assumption that card manipulation is an “own card” exploit, however there may be
scenarios where this is not the case and this should be considered within the customer-service
processes. The plan is weakest in its deseription of back office rmonitoring and exception generation
and differentiating between the various clone types and exploits that may threaten the svstem. The
hack office monitoring s erstical zot onty for combaung frand/exploits but also generating the
rriggers and statistics that car ultimately invoke the migration plan. Nothing is said abeut the
number of tncidents or suspected expioits that can be handled by the back office processes and
systems. although this can probably anly be determined by operational experience.

Practical fraud management often results in reguirements for a range of SRMs and so it s
recommended thut all SRMs are detailed within regional frated management plans and rot within

the migration plan

Further information is provided in section 7. which provides cenclusions and recommendations. by
considering both the regiona! fraud managenment plan and the projecy plan,
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7. Conclusions and Recommendations

The project plan and regional fraud management plan were presenfed for review as two separate
documents although the reality is that they are inextricably linked by addressing some overlapping
18800

The measures in the regional froud management plan would be expected to have wrisen Itom the
structured risk ussessments in the project plan ané be revised as further assessments were carried
out and additional mitigating measures identified. The operational monitoring reports capable of
heng generuled by the Rotterdam system could provide the nputs to the decision making
framework for the migration plan and the operational statistics including frawd level, frequency and
1ype of explons could be the “trigger” for execution of the migration plan.

The decision to withdraw the paper tickets (PTW) provides an opportunity to gather u usefui
statistic: the comparative fraud of the Strippenkaart and QV-Chipkaart systems. The business
information gathered by careful menitoring during the PTW period would be useful for the
Rotterdam svstem. but also for ather regrons considering the future of their paper tickets.

The project plur does not give much emphasis to collecting reports amd stabstics fram u fve
operational neework and so the Rotterdam system could assist in that respect. This would help with
currentty unznswered questions concerning the number of potential exploits that will be flagged and
the ability of the back office processes to cope. Furthermore it will be difficult to be confident in the
migration pian it critical infrastructure elements and cards have not been tried on @ fully operzuonal
svstem. The Rotterdam system could be used as a test-hed for tests and trials which could e of
pirticular interest 1 cards with a fegacy mode are wsed. [n this case “new™ cards cauld he issue:l and
used on the svstem in advance of infrastructure upgrade.

The critica! guestion is of course wrether VenW should permit the Rottetdam system w discantinue
the paper Strippenkaact prior ta the MPM and if s¢ whether this introduces unzccepteble added risk
ta customers, PTOs and TLS

The CE report made no definite recommendatior: aimed at legacy tickets on law lare regianal
systems prior t¢ the MPM. For regional OV-Chipkaart infrastructure it is of course advisable to
curry vut a nsk review and optimase back oftice detective and corrective controls as are included in
the project plan and the regional fratd muanagement plan. This i< goad practice in any casz. but of
increitsed importance due to the Mitare Classic problems

If Rotterdam s permitied to dliscantinue paper tickets in advance of the MPM then the increased
window of potential risk for Rotlerdam is between the PTW and the migrarion plan approval date
(MPM + reviewfaparoval time). This o Likely to be in the region of 6-12 months. A lorger lime
period would not be advised due to the potential development of clone cards and so the earliest
PTW date shonld be January 2009: assuming that the MPM remains fixed at June 2009. It shouid he
noted that paper tickets do not represent an ideal practical or fraud/counterfeit resistant solution to
ticketing and indeed that s one of the reasons why they are being increasingly phised out :n
wansport svstems. What they «do offer is tamitiar option for the customer and & guarantee not to
spend more than the ticket face value. For the ticket inspection staff they offer u simple visual check
of validity
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Despite the reported Miture Classic prablems. smart card ticketing with gated infrastructure offers
an effective way to manage travel systems. avoiuding fere dadging and other frzuds that ane possibic
with paper tickets, Customers whe currently still use Strippenkaarts will need to adapt o the new
system. bur users of such svstemx normaily find that the cards are convement and cost effective.
Addinonally 1 customers can be assured/convinced (hat they will not sutfer tinancial or personal
data loss from any security/fraud problem fas is proposed in the TLS plans) and are offered best
value {ures, then the OV-Chipkaart should be accepted. These assurances need to be fully clarifted
and communicated to customers. TLS/RET should confirm that customers will not suffer financial
loss because of PTW.

Losmg some sspects of visual inspection could present a security weakness. however this may be
avercome Viz a number of measures. Tirstiv an inspector needs o determine (to & reasonable extent)
that the presented card is “genuine”. without the need tor inspection equipment. Because smart carc
artwork may be duplicated. the cards shoulé incarporate at feast one anti counterfeit:ng messure.
Laser engraving should be considerced as the minimum initial measure with a pianned upgrade to &
more saophisticated solution such as a helogram. Secondly. inspectors should be cquipped with
portable card reading equipment and trazned in the examinaton of card contents and how 1o react to
and report anomalies.

One might suggest that the risk averse strategy is to keep the Strippenkaart undl the MPM. Indeed
in the opinton of RHEE. this is the simplest and recommended strategy for networks that have not
yel deploved OV-Chipkaart infrasuucture. However for the Roterdam network that already
supports both smartcard and paper tickets. no one can be certain i this really is a “risk averse”
stragegy. as there are insullicient published statistics comparing fraud/explaits on Strippenkaart and
OV-Chipkaart ticketing. Neither are there statistics on the volume and impact of “exploits”™ on OV-
Chipkaarts and the capacity of back office systems to dezl with them.

Another factor to consider is that pressing the migration plan “Ga-butlon” will zimost certamniy
require same statistical inputs based on netwaork reports, [ we wait until the MPM before gathering
this informat:on then this may introduce u further period of delay and uncertainty unil we can he
conlident that the button should he pressed for aotl, The Rotterdam system couid therefore be o
useful source of operational statistics as well as a live syatem to et new fechnologics needed in the
migration plan,

The ume window for the Rotterdam concession s the same periad as for the completion and
approval of the migrarion plan and so :t would seem sensible o include it as part of the project plan
in order to gun experience and information that mayv help reduce risks associated with the
migration pian.

There 15 sk in any endeavour and a1 normally cannot be completely removed. o risk analysis amid
management 13 whout identilying, understanding and measuring risks and taking reasonable
mitigaling and contingency meusures to deal with them. From a fraud risk perspective thece i<
curreatly in<ufficient tangibie evidence to prevent TLS/RET fram proceeding with their business
strategy: for the early withdrawal of the Strippenkaart (PTW) in Rotterdam. In particular. TL.S/RET
appear to provide assurance tha: customers will not suffer financial or data loss and have given
steention to the menitoring of fraud and other exploits and associated customer-service procedures.
What could change this logic 15 if the time windew between the Rotterdam PTW and the miigration
plan approval. becomes extended as this may allow or indeed cneourage evolution of card based
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fraud"".

To ensure that some added defensive measures are in place tor the Rotrerdam system and that there
is significant benelil for the project plan tand eventually the migration plan) itis recommended that

the Rotierdam Strippenkaart concession from VenW should be associated with the following
obligations for TLS/RET.

Tabic 1 Obligations and Re;e\‘mu for the regional fraud management plan and projert pian

()hhg.llmn Regional Project
Fraud Mgmt Plan
‘ Plan
1 Provade clear assurance that customers will not suffer Yes
linancial loss because of PTW .
Provide clear guld.muf e cuslomers on aspects ol \ccum\ Yes
privacy and suspected fraud L -
i Clearly gdumlv the decision making parties in all plms and Yes Yes
. in the Decision Framework N
= Improve the level of detail in the neatl tevision of the Yos
‘ regional frand mavagemenr plan und including SRM |
inlormation ] L | .
5 Reassess and if necessary revise the project plun timescales Yes
[ and project phasing - ‘
f & Provide dewil on the card selection sub-lasks within the Yec
progece e .
Ensure thae there is an 2ffective visual unt counterfeit | Yes
measure o the card -
s Ensure that ticket inspectors have portable reader devices Yo
and are trained in their usage
2 Ensure thal the enforcemenl situation is clearly undersieod Yes
and communicated
i Idently and implement the attack lype/frequency detection Yo Yes
zeports and statistical repants that will eventuaily feed into
~ the Dectsion Framework o
11 Collect these reports and deliver to PTOs and VenW as ' Yes
proposed in the reporting section ol the regienal fravd
managenieni plan 1 .
\l].l]\'\L he reporls Q8 oput Ingo e mdigration plan and | Yeu
migralion iriggers
13 Make a quantitative comparison hetween OV- -Chapkaast Yex
and paper ticke: fraued at PTW i | _
| Measure the timedcost of handling vartaus stages of an Yes : Yes

exploit-repont and predic: handling capacities and  best
responsc Lmes _ — .
i3, Lnsure there are adeguate facilities 1o trial, test and Yes Yes
evaluate critical efemenis ol the new card technelogy and
infrastracture prior to
16 Pravide clarification for unay o
repart

fer issues highlighted in this | Yes ' Yes

“Spccifieally expliitation off Mitare Class:e s ulnerabtltties
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In accardunce with VenW instructions for the RHUI assignment. TLS/RET were shown the
preliminary findings ol this review and invited to provide any initial response: particularly with
respect Lo the proposed obligations listed above. Their draft response is included within Appendix
A. Subiect to final confirmation of the content of the response by TLS (afler discussion with PTOsi
1 wiuld appear that al! the proposed obligations are accepted in principle and are being acted upon
to some extent.

As s finul part of the assignment. the practicalities of PTW were discussed with VenW. Jt appears
that there are significant logistical. contractual and fegal tasks that wauld need to be started before
the actual PTW for Rotterdam. It s at this earlier start point that VenW would need to he finally
convinced by direct assurances from TLS/RET that all information. measures and timing to suppon
critical assumplions were mn place. RHUL recommends that the direct assurances should mclude the
fellowing.
a} Reconlirmaion or revision of the MPM date in the light of this review, t'TLS has confirmed
Fune 2009 within the review input documents (not yet seen by VenWi. altheugh RHUL has
voteed some doubts and added propect plan obligations in Table 15
bt Confirmation that the TLS/RET understanding of all critical terms used in this review such
as MPM. SRM. project plan and midgration plan matches the definitions and clartfications
given in this review,
¢) Confirmat:on that the Rotterdam PTW would not occur more than 6 months hefore the
MPM 10 minimise the window of potential risk; as suggested by RHUL.
d) Confireation thae the obligations ™™ i Table 1. relevant to the regional fiaud wanagement
picn, would be compieted prior (o VenW beginring s PTW preparation work.

As the tming of activilies is very chalienging, it s <nggested that these assurances could be
provided first in a formal letter to VenW and then discussed in a sequence of regulur meetings

between VenW and TLS. rather than relving solely on reviews of major project ples: miiestones.

Please note that the opinions offered in this review are tor the Rotterdam network alone and shouic
not be used as a general guide for other regional networks.

This concludes the review by REIUL

= Qbligation 1§y recnmmended as she fiest privzic
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Appendix A

Draft response to the RHUL review of the Project Plan and
the Rotterdam Fraud Management Plan

3 September 2008
General teniarky

This respanse concerns the RHUL report “Review of the Project Plun and Regional Frawd
Managerment Plan™ and taking into account the remarks made in a clarifying telephone conference
of [ September 2008. Th:s response does not seek to comment the RHUL review. but outlines
where und how the Project Pian and the Fraud Management Plan will he impraved in response to
the review. This draft response has been prepared by TLS and RET and is made available to RHUL.
as an ‘addendum’ to be included in the final assessment of the plans with regard ta the criteria
agreed with the Miustry of Transport. The final response will be co-ordinated with PTOs and
confirmed as soon as possible.

Far the regional fraud managenient plan the criterion is as follows:

Do the measires set out in the regiongl fraud management plan torm a good busis 1o
mantge frand risks ond supporting customer service processes with the present Mifare
Clasyic QV-Chipkaart in Rotterdam tvis-id-vis curvent fraud levels) in the peried between
transfer to un e-ticketing ondy sitnarion und e Migration Planning Milestone vmid 20097

For the project plan the criterion s:
In it reasonable to expect a compliant migration plan by June 20097

The agreement swith the Ministry of Transpoart foresees that, o the plans do not mect (he criteria.
TLS ané RET will have the oppuortunity [o assess the recommendations made by RHUL and
indicate whether and how such recornmendations will be accepted. Both will be made part of the
RHUL review aad final report,

As agreeé with RHUL this resporse focuses on the first i3 points of page 21 of the draft report.
which sumearize the most important recommendations with respect 1o the envisaged withdrawzl of
saper tickets in Rouwterdam. We wiil provide comments for cach of these points.

{. Provide clear assurance that custenners will not suffer financial loss because of PTW

Tais recommendation does not regarc the documents as such. We confirmed thal custorers would
not sulfer financiat loss dee to potential security/fraud issues. We have infermed RHUL of the
agreement between the Minisery of Transport and the PTOs with regard to “revenue neutrality’
meaning thit on average customers will pay the same for the kilometre-based OV-Chipkaart as they
would for the zone-based strippenkaart.
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2 Pravide clear enidance 1o crstomers eni aspects of security, privacy and suspected fraud

We wiil take up this recommendation ¢n two levels:

- As part of the overall security program TLS will make available such information to the public
o her website,

- A folder with information wiil be made available for customers al the peint-ot-sales and service
locations of RET.

3 Clearly identify the decision making parties in all plany and in the Decision Framevoork

We will clarify the plans where necessary and follow this through in later deliverable< as well {such
ay the Decision Frumework).

£ fmprove ihe fevel of deiait in the nevi revision of the regional fraud management plan and
including SRM information

In the overal! security project we will report to PTQs in deta:]l with regard 1o fravd and Short-term

Remedial Measures . Qcrober 2008, Findings and decision will be included in our Fraud
Munagement Plans (both regional and nationzall, which will be updated every three months,

5 Reussess und if necessary vevise the project plan dmescales and prajecr phasing

We ucknowledge the fact that the timescales zre ambitious. especially in the light of the need o
invelve various parnes in the decsions that must be laken. After each phase the project plan witl be
updated. and detailed for the nexe phase. When necessary we will propose additional rexources ol
changes to the contents of the pian. We note that the first migraton plan will Jocus on the security
requirements while keeping the functionai specifications constant. For future instances of the
migration plan we foresee that changing business requirements <an be taker into acceunt. This
approach is deseribed in our fetter of | August where we submitted our decuments for review.

6. Provide detatl an the card selection sub-tasks within the project plan

We recognize the shartcomings of the phasing of this task and have mude the adiusiments set o
below

We have taken the following steps to came to a shortlist of three potential successors:

- TNO has provided us with a long-list of cards based on an open cryptography. taking into
account the newest insights from the Mifare Classic hack.

- With mternal and external expurts we have set out knock-out criteria. evaluation criteria and a
weighting of these criteria.

- We have scored the cards on the long-list and made a shorclist of three cards.

- This methadology has been reviewed by TNO and comments will be taken o account.
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The next steps are the foliowing:
Taking inte account current functional specifications as well as the “new’ assessment of securiey
risks. a High Level design of the scewrity architecture for each of these three potential
successors 1 made by experts from Thales Transport and Thales security. and wich substantial
assistance of patential chip-supplier under supervision of TLS.

- Evaluation of the three solutions (card plus high level designi by internat and external experts.

- Recommendation on the solution t¢ DOC (the dircctors of TLS und PTOs) by TLS, again
reviewed by TNO.

- Review of deliverable by REHUL as agrzed with the Ministry of Transport.

7. Enswre that there is an effective viswal anii coustterfeis measure em the card

As discussed in our telephone cenference. the cards all have a laser engraved 1D, We are currently
assessing whether we can issue all our new cards with holographic foil as part of the project for the
Short Term Remedial Measures. In certain fraud scenarios we may also replace cards already

issued.

8 Enswre that ticket inspectors fiave portable reader devices and are trained in their usage

This has been done and will be continued on a regular busis,
Q. Ensure that the entorcement sitwation is clearhy undersivod and communicated

This wili be done and continued on & regular hasis, amongst others as part of the abevement:oned
falder with relevant mformation. RET is of the opinion that fiand with the OV-Chipkuurt is similar

1o munipulation of existing paper based tickets.

10, Identify and implement the attack v peffrequency deteciion reports and starisiical reporis thei
will evenrualiy feed inta the Decision Framework

‘This is part of the Frand smonntoring project, Substantial results are planned for October 2008, after
whtch the results will feed into cur upcated (regional and natioraly (ruud management plans.

. Collect theve reports and deliver to PTOs and VenW¥ as praposed in the veporting section of the
regional fravud managenent plan

Th:s will be done as described i the Ratterdam {raud management plan.
12, Analvse the reports as input inte the migration plan and migration triggers

This 15 indeed our intent and we will mnclude it explicitly in the update of the praject pian for the
next phase tdue in Qctober).

/3. Make u quantitative comparison berween OV-Chipkaart and paper ticket frand ar PTW

This will be done as described in the Rotrerdam friud management plan.
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14 Measure the timefcost of hundling varivus stages of an exploit-report and predict handling
capacities und best response times

Currently there 15 an overcapacity for analysis. But this may change as the system is rolled oul
across the Netherlands and the abilities of fraudsters increase. We will include a specific evaluation
as part of the National Fraud Management Plan (January 2009).

15 Ensure there are adeguate fucifities to rrial, test and evaluaie critical elements of the new cerd
technology and infrastrucnre prior to the MPM

We will include prototyping of critical elements in our planning for the third phase. We will use cur
extensive experience and facilities that we have built up with regard (0 acceptance tests. integration
tests and certification tests in the regular OV-Chipkaart programme.

16. Reniaining points,

We appreciate the review as a whole and will inlegrale the remaining points where they are
upplicable in the future deliverables of the programme.

We trust that this addendum 1o our plans meels your requirements. Shouid there be any
misunderstanding tn this respect. we are availabie for further clarification.
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